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1. INTRODUCTION

This Working Practice Document (WPD) provides instruction on the following:

Creating and removing user profiles on the REDCap system

Assigning and removing user access to study databases hosted on the REDCap
system

Suspending user profiles on the REDCap system

Resetting a password

2. INSTRUCTIONS and GUIDANCE

2.1

211

2.1.2

214

215

2.1.6

2.1.7

2.1.8

2.1.9

Creating a User Profile on REDCap (See Appendix 1)

A User Profile is created by designated REDCap Administrators in the ECTU Data
Management team within the ‘Control Centre’ application on the REDCap system.

Before creating a new profile, the REDCap Administrator must check for an existing
profile for the user using the ‘Browse Users’ function. This allows a user search to be
conducted from the name and/or email address provided.

If no existing profile exists, the new profile will be created using the ‘Add Users (Table-
based Only)’ function.

All fields in the ‘Basic Attributes’ section should be completed as follows:

e Username: As much as possible, this should be based on the first part of the
email address provided for the user (e.g. email address of
joe.bloggs123@email.com would have a username of joe.bloggs123)

e First Name: First Name of user as provided
Last Name: Surname of user as provided

e Primary Email: Email address of user as provided

The Username chosen must be unique. Two users with the same name is not
permitted and will be rejected by the REDCap system. In the case of common or
previously used names/email addresses, the REDCap Administrator may use a
different format from the email address provided where necessary.

‘Notification Preferences for REDCap Messenger’ should remain as default — ‘4-hour
digest’ and ‘Enable instant email notifications’ is ticked

No additional information is required in the ‘Optional attributes’ section

‘Display user on ‘Email Users’ page?’ should remain ticked as default

The user of this document is responsible for ensuring it is the current version.
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Ensure that ‘Allow this user to request that projects be created for them by a REDCap
administrator?’ is not ticked. This should be the default setting but ensure that it has
not been changed to prevent users from creating projects in REDCap

Click ‘Save’ to create the profile. If the Username selected is already in use, an error
message will be displayed at this point to advise the REDCap Administrator to change
this.

If the profile is valid, the user will receive an automatic email with their username and
a link to log-in. REDCap Administrators do not have access to this email or the link
that is sent.

Granting Study Database Access to a REDCap User Profile (See Appendix 2)

Access to a particular database is assigned within the database itself. Access can be
assigned by REDCap Administrators (who have access to all databases held on the
REDCap system) or can be delegated to a particular user role on the database.

If it is agreed at the initial specification stage that study database access will be
delegated to a user role, the database developer will ensure that ‘User Rights’ is
enabled in ‘Highest Level Privileges’ within that user role. This will allow users within
that role to assign access to that database only. It does not allow user access to any
other database or function within REDCap.

Once the user profile has been created as per the steps in section 2.1, the user can
be added to a specific database. There is no limit to the number of databases a user
can be assigned to.

User access is granted in the ‘User Rights’ section of the database. When accessed,
this section displays the following:

o ‘Add new users’ function — Users can be added with custom user rights or can
be assigned to an existing user role

¢ ‘Create new roles’ function — New user roles can be created
User/User Role Matrix — All assigned usernames, the user role they are
assigned to and the core functionality they have access to is displayed in this
table.

Adding user with custom user rights and the creation of new user roles should only be
completed by REDCap Administrators. Those with the delegated ability to add users
via a user role should not use these functions, and this would be highlighted during
the training sessions for those who have been delegated.

To add a user to an existing user role, type the username in ‘Assign to role’ and select
the correct user when it appears in the list.

Once the correct user is selected, click the green ‘Assign to role’ drop-down. This will
display the following options:

The user of this document is responsible for ensuring it is the current version.
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e ‘Notify user by email?’ tickbox

o ‘Assign to DAG’ drop-down — This displays all DAGs (Sites) included on the
database

e ‘Select Role’ drop-down — This displays all user roles included on the database

It is recommended that ‘Notify user by email?’ is unticked. Users may be added to
multiple databases at one time and this will avoid several separate email notifications
from being sent.

The applicable DAG and User Role should be selected as required. A DAG allocation
is optional but a User Role must always be selected. See Appendix 2 for example
displays of section 2.2.6-2.2.9.

If a DAG allocation is required, users are generally allocated to one main DAG. ltis
possible for a user to be assigned to and switch between multiple DAGs using the DAG
Switcher feature in REDCap. In using this function, users retain the functionality
attached to their specific user role but are able to be assigned to and access data at
different sites. If this is required, this should be discussed with the database developer.

Users can only be allocated to one user role at a time. It is not possible for a user to
be allocated to multiple roles on the database with the same username at the same
time.

Once the user has been added to the database, the database will display on the ‘My
Projects’ dashboard when they log-in under their username.

Reallocating and Removing Study Database Access from a User Profile (See
Appendix 3)

As with assigning study database access, it can be reallocated or removed by either
REDCap Administrators or to users within a delegated role with User Rights access.

Reallocating database access means changing the user role or DAG the user has
been allocated to. The functionality and records the user has access to will
automatically update in accordance with their role/DAG. They will no longer be able
to access any functionality or records associated with their previous allocation.

Removing database access means the user will no longer be able to access any part
of the study database. The database will no longer appear on the ‘My Projects’
dashboard at log-in. Removal of user access from a specific database does not affect
any other database access that may be attached to the user profile or access to the
REDCap system as a whole. Once a user is removed from the database, any edit
history for that user is still retained in the audit log for the database.

Database access is reallocated or removed by selecting the username in the
User/User Role Matrix in the study database. This will display User Actions options as
below:

The user of this document is responsible for ensuring it is the current version.
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o ‘Re-assign to role’ — this allows the designated role to be changed to another
available role

¢ ‘Remove from role’ — this removes the user from the role but does not reallocate
them. In this case, the user will retain the rights associated with the role they
held previously until reallocated

e ‘Remove from project’ — this will remove the database access for the user
entirely

To reallocate the user to a different DAG, click on the current DAG as displayed for the
user in the User/User Role Matrix. This will allow you to select a different DAG from
the drop-down list displayed.

DAG and User Roles are reallocated independently from one another. It is
recommended any allocation is checked in the User/User Role Matrix to ensure it is
correct.

Users are not automatically notified by the REDCap system when their access is
reallocated or removed. Any notification required should be sent separately.

Suspending and Removing a User Profile on REDCap (Appendix 4)

Suspending a REDCap User Profile prevents a user from logging-in to the REDCap
system using their username and password. They are unable to access any REDCap
databases or functions until this is unsuspended.

Removing a REDCap User Profile deletes the profile from the REDCap system
altogether. The username will no longer be applicable and will not appear when
searching using the ‘Browse Users’ function (see section 2.1.2). If any database
access is attached to the profile, this will automatically be removed when the User
Profile is deleted. It is not necessary to remove each study database access
individually before deletion.

User Profiles can only be suspended or removed by REDCap Administrators.

To remove or suspend a User Profile, locate the correct profile using the ‘Browse
Users’ function and select the user once found. This will open the ‘User Information’

page.

Before making any changes, ensure that the correct profile has been selected by
checking that the ‘Username’, ‘Name’ and ‘Primary Email’ fields are for the expected
user. There may be multiple users with similar names or users with multiple profiles
for different functions and it is important that the correct profile is accessed.

In the ‘Statistics and Other Information’ section, select ‘Suspend User Account’ to
suspend the profile or ‘Delete User from System’ to remove the profile. In both cases,
a confirmation message will be displayed and ‘Ok’ should be clicked to finalise.

The user of this document is responsible for ensuring it is the current version.
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If suspended, this will then be indicated on the User Profile. This will also be displayed
in the User/User Role Matrix in any study database the user has been assigned to.
The suspension can be reversed by the REDCap Administrators when required.

If removed, the profile will be deleted and the user will no longer be displayed in the
User/User Role Matrix in any study databases the user had been assigned to at the
time of deletion. Any audit trail logs that existed for this user will remain even after the
profile has been deleted.

Resetting a User Profile Password on REDCap (Appendix 5)

Once a User Profile has been created, the password can be reset by accessing that
profile within the ‘Control Centre’ application. Password reset can only be initiated by
REDCap Administrators in the ECTU Data Management Team.

Locate the correct User Profile as detailed in sections 2.4.4 and 2.4.5 above.

In the ‘Statistics and Other Information’ section, click ‘Reset password’ to initiate the

reset. A confirmation message will then be displayed. Click ‘Ok’ in this message to
complete the reset and trigger a reset email to the user.

3. RELEVANT DOCUMENTS AND REFERENCES

ECTU Website

ECTU_SOP_DM_12 User Access Management on the REDCap System.

The user of this document is responsible for ensuring it is the current version.
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Appendix 1: Creating a User Profile

‘Control Centre’ application (only visible to REDCap Administrators):

‘hEDcapv +) Home My Projects  + Mew Project @ Help & FAQ BB Training Videos @& Send-it W8 Messenger _E8 Control Center

‘Browse Users’ and ‘Add Users’ functions in the ‘Control Centre’ application:

Users
_mn Browse Users
at Add Users (Table-hased Only)
1"‘ User Allowlist
& Email Users
= AP| Tokens
& Banned IP Addresses
ac Administrator Privileges

Example user check using the ‘Browse Users’ function. Existing usernames connected to
the search criteria are displayed:

2 Browse Users

C User Search % View User List By Criteria

Ui Search: Seanch for uter by usernanmse, irsl name. 1351 Name. &F prmary &ma

M Test User] - dm.sctuBec.acuk

n (ECTU O8] - demeseindod acuk

The user of this document is responsible for ensuring it is the current version.
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‘Add Users’ function with fields for completion indicated:

& Create single user B3 Create users (bulk upload)

To create a new user (Table-based authentication OMLY), provide the new user name along with the user's name and email
address. Once created, the user will receive an email with log in information.

Basic attributes:

Lsername:

First name:

Last name:

Primary email:

Motification Preferences for REDCap Messenger:

Frequency of email notifications for any new messages received: 4-hour digest ~

Enable instant email notifications for 'Important’ messages and
messages where you are tagged (@username)? This overrides the
frequency setting above.

Optional attributes:
Secondary email:

Tertiary email:

Phone number:
Tip: To enter a number with an extension, place

& comma betweaen the number and the
extension.

Mobile phone number:

Institution I1D:
{OPTIONAL identifier specific to your institution.)

User's sponsor

(secondary contact person): (REDCap username of spansar)

A user's sponsor is the person to contact regarding this user account and

may be the person who requested that this account be created.

Expiration Date: BB oy s
Time that the user's account will be automatically suspended.
User will be notified via email 14 days prior to their
suspension, and if the user has a sponsor listed abowve, the
sponsor will be CC'd on that email so that they are aware.

Miscellaneous comments

about the user:

Expand
Display user on "Email Users’ page?

[[J Allow this user to request that projects be created for them by a REDCap administrator?
{If not checked, they will neither be able to create new projects nor request that new ones be created for them.)

Save | Cancel

The user of this document is responsible for ensuring it is the current version.
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Appendix 2: Granting Study Database Access

‘User Rights’ application within a study database (only visible to REDCap Administrators and
those with designated access)

Applications [=]

EH Project Dashboards

A& plerts & Notifications

& Multi-Language Management

B Calendar

E: Datz Exports, Reports, and Stats
B Data Import Tool

# Data Comparison Tool

B Logging and & Email Logging

& File Repository

& User Rights and 2% DAGs
‘8@ Customize & Manage Locking/E-signatures
24 Randomization

Data Quality and My Resolve Issues
2 APl and E API Playground

[ REDCap Mobile App

User access functions in ‘User Rights’

|=] Upload or download users, roles, and assignments < ]

Add new users: Give them custom user rights or assign them to a role.

N USEer + Add with custom rights
N new user to role bAssigntorole -

Create new roles: Add new user roles to which users may be assigned.

+ Create role

Example User/User Rights Matrix (abbreviated display) with relevant fields indicated

. Expiration
Role name Username or users assigned to a role P
[click exp an
date to edit)

Data Access Group

—— —
{click role name to edit role) {click username to edit or assign o role) (click DAG to assign user)

lynseymilne (Lynsey Milne) never —

Data Download Access dmtestuser (DM Test User) =

M

Site 1 - Edinburgh

Site PI

Site Researcher

The user of this document is responsible for ensuring it is the current version.
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Appendix 3: Reallocating and Removing Study Database Access

‘Assign to role’ function with completed fields indicated

[2€] upload or dewnload users, reles, and assignments

|

Add new users: Give them custom user rights or assign them to a role,

Add new user -+ Add with custom rights

L4 Notify user via email? O
Create new roles: Add new user roles 1o which users may
a

Assign To DAG: | Site 1 - Edinburgh v

&+ SelectRolel | Site Researcher had

‘User Actions’ functions when reallocating a user role

Site PI User actions:

Re-assign to role

Site Researcher dmtestuser (DM Test U5er]<
* Remove from role

Temporary Unlock User Role remove from project

‘User Actions’ functions when reallocating a DAG (site)

Site PI
Assign user to a group:
Site Researcher dmtestuser (DM Test User) never Site 1 - Edinburgh Site 1 - Edinburgh

Temporary Unlock User Role s

The user of this document is responsible for ensuring it is the current version.
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Existing User Profile with ‘Suspend User Account’ and ‘Delete User form System’ functions

indicated

User information for "dmtestuser” (DM Test User)

Editable user attributes

Username

MName

Primary email

Secondary email

Tertiary email

Institution ID

User's sponsor (secondary contact person)
Mumber of users of which user is a sponsor

Allow this user to create or copy projects?

(MOTE: Currently normal users CANNOT create or cor?y projects, See the
User Settings page in the Control Center to change this setbing.}

Comments

Time of account expiration

Display user on 'Email Users' page?
Statistics & Other Information
User currently logged in?

Projects user can access (view projects)
Tirne of account creation

Time of first login

Time of last login

Time of first activity

Time of last activity

Time of suspension
Reset user's password?

Delete user from the REDCap system?

‘Suspend User Account’ confirmation message:

redcap.clinicaltrials.ed.ac.uk says

£ Edit user info

dmtestuser

DM Test User
dm.ectu@ed.ac.uk
nane

nane

nane

nane

0

No

nong
nong

Yes

@ No

4]

12/01/2024 09:40
12/01/2024 09:41
30/08/2024 08:12
12/01/2024 09:40

11/04/2024 156:17

| Suspend user account |

Reszet password

Password was last reset on 12/01/2024 09:40

| # Delete user from system |

Do you wish to suspend this user's REDCap account? If suspended, they
will no longer be able to log in to REDCap or access any projects,
glthough their username and logged activity will remain in the system.

The user of this document is responsible for ensuring it is the current version.
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‘Delete User’ confirmation message:

redcap.clinicaltrials.ed.ac.uk says

DELETE USER 'dmtestuser'?

Are you sure you wish to delete the user from REDCap? This will also
remaove this user from the & REDCap projects to which they currently

have access.

Example Suspended User Profile

User Search: Search for user by username, first name, last name, or primary email

dmtestuser

User information for "dmtestuser” (DM Test User) B0

Editable user attributes

Username

MName

Primary email

Secondary email

Tertiary email

Institution ID

User's sponsor (secondary contact person)
Mumber of users of which user is a sponsor

Allow this user to create or copy projects?

(MCTE: Currently normal users CANMCT create or Coﬁ
User Settings page in the Control Center to change t

Comments

Time of account expiration

Display user on 'Email Users' page?
Statistics & Other Information
User currently logged in?

Projects user can access (view projects)
Time of account creation

Time of first login

Time of last login

Time of first activity

Time of last achivity

Time of suspension {unsuspend user)
Reset user's password?

Delete user from the REDCap system?

y projects, See the

dmtestuser

DM Test User
dm.ectu@ed.ac.uk
none

none

none

none

o
No

none
none

Yes

& Mo

e

12/01/2024 09:40
12/01/2024 09:41
30/08/2024 08:12
12/01/2024 09:40
11/04/2024 16:17

02/0%/2024 11:21

Reset password

Password was last reset on 12/01,/2024 05:40

ECTU_DM_WS3

1.0

18 Nov 2024

| # Delete user from system |

The user of this document is responsible for ensuring it is the current version.
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Example Suspended User display in User/User Rights Matrix on a study database:

) Expiration
Role name Username or users assigned to a role P Data Access Group
: ) : : : [click expiration = | -
Ielirle &t sl [ ik L=ermaEme to AF S =n rolel . click DAG t ssign user)
(click rale name to edit role) {click username to edit or assign to role) date to edit) (click DAG to assign user)
— lynseymilne (Lynsey Milne) nEver —

Data Download Access

Site PI

m
T

dmtestuser (DM Test User) never Site 1 - Edinburgh

Site Researcher A
[account suspended

The user of this document is responsible for ensuring it is the current version.
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Appendix 5: Resetting a Password for a REDCap User Profile

Existing User Profile with ‘Reset Password’ function indicated:

User information for "dmtestuser” (DM Test User) £ Edit user info

Editable user attributes

Username dmtestuser

MName DM Test User
Primary email dm.ectu@ed.ac.uk
Secondary email none

Tertiary email nane

Institution ID nane

User's sponsor (secondary contact person) nane

Number of users of which user is a sponsor 1]

Allow this user to create or copy projects?
(MOTE: Currently normal users CANNOT create or coﬁy projects, See the No

User Settings page in the Control Center to change this setting.)

Comments nane
Time of account expiration naone
Display user on 'Email Users' page? Yes

Statistics & Other Information

User currently logged in? 4 No

Projects user can access (view projects) 6

Tirme of account creation 12/01/2024 09:40

Time of first login 12/01/2024 09:41

Time of last login 30/08/2024 08:12

Timne of first activity 12/01/2024 09:40

Time of last actwvity 11/04/2024 16:17

Time of suspension | Suspend user account |

Reset user's password? Cl"‘ 12/01/2024 09:40
Delete user from the REDCap system? | # Delete user from system |

‘Reset Password’ confirmation message:

redcap.clinicaltrials.ed.ac.uk says

RESET PASSWORD FOR USER “dmtestuser'?

Do you wish to reset their password for logging in to REDCap? They will
be sent an email with a link that will allow them to set their new

password.

The user of this document is responsible for ensuring it is the current version.
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